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ABSTRACT

This article explores some of the engineering
and design considerations for a commercial
implementation of watermarking technology.
Watermarking technology has many perfor-
mance characteristics that rival one another in
the system design space. After a brief discussion
of these characteristics, we will examine the
engineering trade-offs required for a particular
commercial instantiation of watermarking tech-
nology, the Digimarc MediaBridge system. We
will begin with an overview of the system and its
requirements, and then discuss the engineering
considerations that led to its successful imple-
mentation.

INTRODUCTION

Over the past few years, watermarking technolo-
gy has seen intense interest in the research and
scientific community. This special issue of IEEE
Communication Magazine is occasioned by the
explosive growth and popularization of this new
discipline. Driven by extensive, fundamental work
at a large number of first-rate research centers,
the open literature in this field is full of impor-
tant and exciting concepts. Other articles in this
issue illuminate the broad, fundamental scientific
considerations for watermarking technology. As
shown in those articles, the technology has excit-
ing potential applications across a wide range of
products. The potential applications include such
diverse possibilities as notification of copyright in
digital images, broadcast monitoring, and the
annotation of analog data with extensive digital
files. This article explores the design considera-
tions for one such application, that of connecting
watermarked printed materials with information
stored on the Internect.

Realizing the full potential of this technology
calls for innovation. Innovation requires two fun-
damental components: novel ideas and imple-
mentation. Novelty comes from new perspectives

and concepts, along with the requisite research
into their implications. Implementation converts
these new perspectives, concepts, and research
into applied technology, where engineering cre-
ates successful applications of a new technology.
Novelty without implementation carries no eco-
nomic benefits or rewards. And implementation
without new ideas is simply incremental improve-
ment, with no capacity to radically change or
challenge existing technology paradigms.

WATERMARKING AS A
COMMERCIAL ACTIVITY

As an exceptionally powerful technology, water-
marking has many potential commercial applica-
tions, in many fields. And as digital content,
such as images, music, and video, becomes more
pervasive, the ability to imperceptibly embed
digital information into the digital work will find
growing numbers of imaginative commercial
applications. For instance, the capability of some
forms of digital watermarks to survive transition
to the analog domain, and a subsequent redigiti-
zation, creates additional attractive system capa-
bilities.

DIGIMARC'S VISION OF WATERMARKING

In the future, all digitally created works will
carry a digital communications side channel, inti-
mately and imperceptibly embedded in the con-
tent of the work. This additional digital content
will travel with the work throughout the digital
domain, surviving manipulation and file format
changes. The digital content can then travel with
the work into the analog domain and can be
recovered in the digital domain. Thus, all forms
of media, in any domain, will be regarded, effec-
tively, as digital objects. The communications
side channel will be used in a varicty of ways
ultimately, through linkages to other informa-
tion, creating extended or enhanced capabilities
for all media works.
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PossIBLE COMMERCIAL
WATERMARKING APPLICATIONS

Additional digital capabilities, added to any form
of multimedia, bring value to the user in a vari-
ety of imaginative ways [1, 2]. This extra infor-
mation was originally developed to inform users
of copyright information in digital images. It
may also be used to enhance the security of doc-
uments through authentication of images includ-
ed in the document. The ability of the watermark
to survive passage into the analog domain allows
printed images to be seamlessly linked with data
stored in a local or online database. This is the
basis for the Digimarc MediaBridge system.

Watermarking provides a separate communi-
cations channel that is an intrinsic and imper-
ceptible part of the content of the watermarked
work. The information in this channel can be
used to protect the work, to prevent misappro-
priation of the work, or to enable the user of the
work in a way that enhances his expericnce of
the work. The function of preventing misuse or
of informing of ownership rights is a familiar
function from the world of copyright protection.
The function of empowering the user and
enhancing his experience is new and unique to
the world of digital watermarking. It will be
exciting to watch the development of new appli-
cations that embody this empowering capability.

We can see from the above discussion that
every commercial watermarking system will, by
design, not deliver the same experience to the
user. The functionality and performance
required of the watermarks used in each design
will be unique to the intended use of the system.
This will radically affect the required properties
of each watermarking system.

ATTENTION TO CUSTOMER NEEDS
AND REQUIREMENTS

The route to the design of a winning application
of digital watermarking has a principal underly-
ing theme: identify the customers and pay close
attention to what you are trying to do for them.
It is easy to lose sight of this idea. There is often
an unspoken set of assumptions about what the
customer requirements might be. These fre-
quently reflect the interests of the inventor or
engineer, generalized to a mythical, universal
customer. If allowed to stand unexamined, these
inexplicit assumptions may over constrain the
particular watermarking technology employed
and result in a system that does not meet the
customers’ requirements.

SYSTEM DESIGN

The most frequent cause of failure in the delivery
of an engineering system is the failure to proper-
ly define customers and their needs. A common
mistake is to focus on features with high techno-
logical content and to ignore those features that
satisfy customer requirements, with less interest
to the designer. The resulting system, whilc per-
haps delightful to its creator, will leave the cus-
tomer confused, unsatisfied, or worse, irritated.
This is not the path to commercial success!

Performance
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Visibility

B Figure 1. Competing requirements triangle.

In any real-world system implementation, in
any engineering discipline, there will be a number
of contradictory constraints that must be traded
against one another to best satisfy the customers’
requirements. Optimization of one requirement at
the expense of system performance will result in a
system that does not deliver to its intended design
goals. Although in the discussion that follows, the
system requirements are divided between water-
marking technology requirements and other con-
siderations, this is an artificial distinction, used to
facilitate the discussion. All customer require-
ments must be fulfilled to deliver a completely
successful system. The design task is complete
when the system meets the full requircments.

WATERMARKING REQUIREMENTS

Inside the watermarking sub-system of any com-
mercial instantiation of watermarking, there will
be a number of competing performance capabili-
ties that must be selected with system perfor-
mance in mind. Different systems will require
different mixtures of these capabilities. For exam-
ple, a system that expects all images prescnted to
it to be watermarked with a varicty of embedded
messages will have different needs than one that
expects most images to be unwatermarked with
only an important, but numerically insignificant,
number of marked images. The tension between
various combinations of performance characteris-
tics must be successfully resolved to create a viable
system. If there is no remaining design space after
the system requirements have been defined, the
system cannot be implemented. There are several
common trade-offs that may have to be consid-
ered by a watermarking system designer. Robust-
ness, the ability of the system to detect the
watermark, especially after manipulations of the
media content, is frequently in tension with the
amount of information the watermark can carry
(i.c., payload capacity). Figure 1 illustrates another
common dilemma. The system will have specified
maximum levels of visibility or perceptibility that
oppose the specified level of system robustness.
This design space is further limited by the required
performance of the system.

Performance, an important characteristic that
is not frequently discussed in the literature, is
the speed with which the watermark will be
embedded or detected. These two characteristics
are called embedding performance and detection
performance. An additional measure of perfor-
mance, in an application where few watermarked
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M Figure 2. Digimarc MediaBridge process.‘

images are encountered, is the speed at which
the absence of a watermark is determined, free-
ing the processor for other tasks.

Performance requirements do vary from sys-
tem to system, but their importance does not. At
Digimarc, customers demand that the use of the
watermarking technology must be transparent to
the user’s experience with the overall workflow.
This creates an inevitable tension between per-
formance, robustness, and perceptibility. Figure
1 illustrates this trade-off. In this triangle, the
designer may fix any two of the vertices, and the
third will be determined. For example, if visibili-
ty and performance are fixed, robustness will
suffer. Our customers’ firmest requirements
have generally clustered around the high-perfor-
mance vertex of the triangle.

OTHER SYSTEM REQUIREMENTS

There are a number of system requirements that
arc essential to a successful system that have lit-
tle to do with the capabilities of the watermark-
ing system. Such requirements may include: what
image formats need be considered, what are the
memory requirements imposed by the algorithms,
what network connectivity will be required, and
what will be the cost of implementation.

OVERVIEW OF
DIGIMARC MEDIABRIDGE SYSTEM

The Digimarc MediaBridge system enables the
connection of printed images to other content,
whether in electronic form or conventional
media (Fig. 2). The images, also referred to as
“Smart Images,” [3, 4] bear a robust digital
watermark that survives commercial printing
processes and can be recovered through redigiti-
zation of the image. The images can be redigi-
tized with a tethered PC camera, a consumer
scanner, or a digital camera. The watermark is
extracted from the image by the Digimarc Media-

Vliewi‘speéiﬁyck '
eb page content.

Bridge application resident on the user’s comput-
er. With the watermark code serving as a pointer
to an online database, the application connects
the user’s Web browser to a Web site designated
by the publisher of the image. This is a funda-
mentally new way to access the Web, offering
significant benefits to users, requiring careful
implementation to meet their needs.

SYSTEM REQUIREMENTS

A number of performance requirements must be
met, as outlined below:
 The digital watermark must survive printing
on a wide variety of commercial presses.
» The imperceptibility of the mark must satis-
fy three groups: the owner or designer of
the image, its publisher, and the consumer.
The watermark embedder must fit the work-
flow of the prepress houses and must be com-
patible with commercial prepress software.
» The end user must be able to use the sys-
tem in a typical home or office environ-
ment, under a wide variety of lighting
conditions and orientations to the camera.
The system must work with a variety of con-
sumer PC cameras.
The time to enable a “read” of the image
should be short and convenient.
The watermark detection time should be
comparable to the frame rate of PC cameras.
The central database servers have require-
ments of speed, constant availability, and
case of database update to ensure dynamic
linking.
The application should work well in a con-
trolled, but unattended, retail kiosk, as well
as a home or office scenario.

SYSTEM OPERATION
In this application, Digimarc’s watermarking
technology is used to embed digital watermarks
in printed images, such as magazine articles and
advertisements, event tickets, CD covers, book
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covers, direct mailers, debit and credit cards,
greeting cards, coupons, catalogs, business cards,
coffee cup holders, and goods packaging (Fig. 2).

As shown in Fig. 3a, creating a Digimarc Media-
Bridge image is very simple. The process starts
with a digital image, into which the watermark is
embedded. This produces a Digimarc MediaBridge
image in digital form. Then, the digital Digimarc
MediaBridge image is printed and published using
normal commercial printing processes.

When a person uses a PC camera, digital cam-
era, or flatbed scanner to produce a digital image
version of a printed Digimarc MediaBridge image,
the Digimarc MediaBridge reader application
detects and reads the embedded watermark (Fig.
3b). The embedded watermark represents an n-bit
index to a database of URLSs stored at locations
on the Internet, c.g., the Digimarc servers. This
index is used to fetch a corresponding URL from
the database. Specifically, the watermark reader
connects to the Digimarc server to get the URL
and then instructs the browser to navigate to that
URL. The browser does not directly interact with
the Digimarc server. This displays the related Web
page or starts a Web-based application specified
by the creator of the image. Thus, Digimarc Media-
Bridge creates a bridge between the printed mate-
rial and the Internet, permitting users to link
directly to relevant Web destinations without any
typing, mouse clicks, or time consuming searching.
This provides physical media with digital capabili-
ties, allowing new forms of interaction with the
digital world, thereby enhancing information
access, advertising, and electronic commerce.

To experience an example of the Digimarc
MediaBridge system operation, the images in this
article have been created as “Smart Images,” with
embedded watermarks. Should you wish to try the
system, download the client software from the
Digimarc Web site (http://www.digimarc.com/).

DiGIMARC MEDIABRIDGE
DESIGN CHALLENGES

As initially conceived and specified, the Digimarc
MediaBridge system seemed to present insur-
mountable design challenges. The redigitization
of an image printed on a commercial four-color
press using a PC Web camera as the redigitizing
engine of choice presented the need for improve-
ments in existing watermarking technology.

CAMERA DESIGNS AND QUALITY

The quality of images from a scanner data source
is fairly well controlled. Even the least expensive
consumer scanner presents a high-resolution,
low-noise, distortion-free image. The world of
the PC camera is not nearly so uniform. In many
cases, once an acceptable image quality level is
reached (which may be very low), the design is
driven by cost considerations. The camera design
is optimized for a particular use, i.c., video con-
ferencing over the Web. Our usage places signifi-
cantly different requircments on the camera’s
performance. A closer look at the design of a
typical PC camera will help highlight the areas
where the camera design impacts its performance
in the Digimarc MediaBridge application (Fig. 4).
First, the lens may have focal lengths and
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accompanying depths of field that vary from
model to model. The focal length is fixed and the
focus position is set manually. The lens will be
characterized by varying degrees of distortions,
which will damage the watermark, regardless of
the domain in which the watermark is imbedded.
Additionally, the camera sensor may be a rel-
atively low noise and high quality CCD or a less
expensive CMOS sensor. The sensor will deliver
a resolution that can range from 160 x 120 pixels
to 640 x 480 pixels. The exposure and white bal-
ance may be controlled by an automatic scheme,
again unique to each vendor. In some cases, the
camera’s automatic gain control is well designed
and helps the application capture good images.
In other cases, the application must control the
camera more tightly. Once the image has been
captured, the effects of the color filtration in the
CCD are undone using interpolation schemes
that are proprietary to each vendor. This also
introduces noise into the captured image that
can interfere with the watermark. Depending on
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the bandwidth of the link from the camera to
the computer, at some frame rate the camera
will automatically begin to compress the images,
again impacting the watermark signal. Finally,
the host computer’s speed and memory capacity
may restrict the amount of processing that can
be performed on the captured image.

To overcome the difficulties presented by the
various camera designs, the development of the
Digimarc MediaBridge system has required
detailed understanding of camera designs, and
how to control and optimize the behavior across
a broad range of cameras.

No CONTROL OVER USAGE CONDITIONS

Additional challenges to the system design are
presented by the wide variety of potential usage
conditions, as described below.

Ambient lighting conditions will vary tremen-
dously. System users may be set up in an office,
brightly illuminated by fluorescent lights, or may
be set up in the stygian blackness of a home
study, with minimal tungsten-based lighting. In
response, the application must monitor the video
stream for the overall lighting level.

The Digimarc MediaBridge system is intended to
allow the user to manually present a commercially
printed image to the camera. This implies that any
part of the image may be anywhere in the field of
view of the camera. The application will not always
recover the watermark from the same portion of
the image. The image may be presented at any
angle to the camera, at any distance, and may or
may not be in focus or perpendicular to the optic
axis of the camera. The image may not be planar,
and the page may be distorted or warped.

These conditions imply several system require-
ments. The watermark must be invariant to crop-
ping (any part of the image must permit detection),
rotation (the image may be presented at any angle),
and scale (varying the distance of the camera to
the image changes the amount of watermarking
information recovered by each pixel). In addition,
the system must be optimized to tolerate the widest
range of focus conditions and the highest degree of
perspective distortion possible.

Digimarc’s technology uses an orienting sig-
nal to provide a watermark that is robust to
scale, cropping, and rotation. The efficiency of
the detector allows the watermark to be recov-
cred throughout the effective depth of focus of
PC cameras.

DETECTION SPEED

The image capture devices used with the system
presented a wide variety of image sizes and quali-
ty. On the high end, the use of a consumer scan-
ner produces a file of potentially high resolution
(600 pixels/inch) and large size (up to 32 million
pixels), presented once. On the low end, a mini-
mally capable 320 x 240 pixel PC camera produces
a file as small as 76 thousand pixels, variants of
which would be presented repeatedly in a video
stream. The watermark might be embedded in the
entire image or a portion of the image. So, in the
case of the scanner image, the application must be
able to quickly winnow through a very large
amount of data to find, read, and deliver the
embedded information for processing by the Digi-
marc database server. In the case of the PC cam-

era, the application must quickly decide whether a
given frame is a good candidate to spend time try-
ing to read the watermark, or whether to go back
for the next frame. In both cases, the time involved
must be significantly shorter than navigating down
through a complex Web site or using a search
engine to find the information related to the
image. In the case of the image manually present-
ed to the PC camera, we have found that only a
few seconds are available before the impatience-
induced motion of the user degrades the quality of
the image captured. In either case, the perfor-
mance or speed of the detector is vital.

The typical PC camera will provide from five
to eight frames per second of uncompressed
image data at a 320 x 240 pixel image quality. If
the camera is allowed to compress the data, the
image quality will degrade, but the frame rate
will rise. Higher image quality improves the
chances of detecting the image; lower quality
reduces the detector robustness. Counter balanc-
ing this, the higher frame rates provide more
opportunities to read the watermark from freshly
captured data. The optimal detector will detect
the watermark at approximately the same rate as
the video stream presents images. The detector
must be structured in a hierarchical manner so
that decisions about the probability of detection
are made at various points in the process and a
new frame acquired, if needed. It is not prof-
itable to waste time on a frame with a low proba-
bility of yielding successful watermark detection,

Optimizing the detector presented a number
of interesting trade-offs, as outlined above. These
were finally resolved by bearing in mind the
needs of the customer. The customer wants the
fastest possible first read. The system only has to
read the data once. Assuming a new frame is
always available, the time to first read is propor-
tional to the product of the probability of failure
to detect and to the time to perform a detection.

EMBEDDING TOOL REQUIREMENTS

The image capture and watermark detection
process is only half the system. The watermark
information must make its way into the image to
be printed and survive the transition to the
domain of analog, printed images.

A matching product had to be developed to
permit the embedding of the watermark into
images destined for commercial presses. The cus-
tomer for this product is not the same as the cus-
tomer for the detector (a.k.a., reader) product.
This watermark embedder had to be able to be
used by printing professionals during the pre-
press process. The embedder had to produce a
strong watermark signal with minimum impact on
the acsthetics of the image to be printed. Thus,
the embedder is required to consider the content
of the images and to automatically adjust the
strength of embedding, according to local visibili-
ty constraints. Furthermore, the artist creating the
image needed to be able to dictate the level of
embedding in various regions to accommodate
artistic intent. To be useful to the customer, the
embedder had to fit smoothly into the pre-press
workflow. The tool also needed to predict the
readability of the image in the final printed state.

The printing process imposes additional dis-
tortion on the image and on the embedded
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watermark. The image is converted into CMYK
color planes, half-tone screened, and rasterized
for output to plates. The printing process may be
thought of as a communications channel, subject
to poorly characterized noise and distortion.

The development of the successful embedding
tool required a great deal of empirical characteri-
zation of the printing process and trial runs on
representative commercial presses. Laboratory
printers and sheet fed commercial printers were
uscd in the development process, but before prod-
uct release, watermarked images were printed in
high volume circulation publications as blind tests.

CENTRAL SERVER DESIGN

The most important design consideration for the
central server was to maximize the number of
transactions per second. It had to be able to
receive, look up, and respond with the URL
within thousandths of a second, under heavy
load, to keep the consumer from noticing any
additional delays. This required the employment
of load balancers and multiple servers (and loca-
tions). In addition, the central server always had
to be on, even under the worst load, physical,
and network conditions. Thus, the system had to
be redundant and fault-tolerant.

Another server design requirement was its
ability to immediately change an associated
URL. This enabled the “dynamic” nature of the
watermark linkages.

ROLE OF QUALITY ASSURANCE

On the development team, in addition to the criti-
cal roles played by the watermarking algorithm and
software engineers, quality assurance engineers
played a crucial role. The Digimarc MediaBridge sys-
tem required the development of a variety of auto-
mated testing methods and tools, long before the
application was complete. In fact, the initial devel-
opment of the algorithms depended, sensitively, on
the reproducibility of relevant testing techniques.

Early in the project, the need for precise and
reproducible control of lighting and camera-to-
image placement led to the design and develop-
ment of a camera control robot. This test stand
had control over six degrees of freedom in the
relative camera/image positioning. Being micro-
processor controlled produces highly accurate,
reproducible motion tracks for the camera under
test, under a variety of conditions. This was use-
ful in characterizing embedded materials and
embedder algorithm changes. Test scripts were
written for the robot, which provided a means of
not only reproducing tests but of reducing the
amount of error through human interaction.

The ability to create and maintain reusable
test scripts provided the ability for the engineer-
ing team to baseline the embedder technology
and to perform both quantitative (i.e.,
detector/reader based) and qualitative baselining,

To stress test the Digimarc MediaBridge sys-
tem and provide reproducible inputs to the
detector meant creating a growing library of ref-
erence videos, saved as standard AVI files.
These sets of AVIs, used as test inputs or test
cases, allowed us to establish baseline metrics
for read/detection rates, performance, false/posi-
tive identifications, etc.

Testing cameras on the robotic test stand,
while extremely valuable during early develop-
ment stages, did not effectively reproduce the
user experience with the system. For camera
screening and qualification purposes, a protocol
for reproducible hand testing was developed. To
predict camera performance in typical user situa-
tions, time-to-first read was used as a perfor-
mance mctric on a fixed suite of hand held
images, under a variety of conditions. All design
considerations are moot if the system does not
perform well in the hands of the users. Fortu-
nately, feedback from customers and from for-
mal usability testing indicates a high degree of
satisfaction with the overall system performance.

Once the technology development activities
were frozen for a particular phase of product
development and engineering was halted, the
quality assurance team transitioned to testing the
technology through the user interface of the target
application. This enabled additional assessment, or
another level of testing and quality benchmarking,

SUMMARY

Using the Digimarc MediaBridge system as an
example of a commercial watermarking system
shows some of the complex issues that must be
resolved in order for successful instantiations of
watermarking technology to be developed. Per-
ceptibility, robustness, performance, and many
other watermarking-related issues must be care-
fully balanced. However, there is more to a suc-
cessful watermarking system than exciting
watermarking algorithms. The engineering of a
successful system requires a plethora of engineer-
ing disciplines. If the system is to be successful
commercially, it must all work together to deliver
value to the user. Thus, the paramount value of
carefully considered customer requirements is to
guide the inevitable trade-offs in performance.

Digimarc MediaBridge is one realization of a
watermarking system, offering new capabilities
to the users of various media types. In the future,
we expect the ability of images, audio, and video
to carry embedded digital data intrinsically, as
part of the content of the work, to open up an
array of new possibilities for the use of digital
and analog media.
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