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ABSTRACT

This paper introduces the concept of Smart Images and explains the use of watermarking technology in their implementation.
A Smart Image is a digital or physical image that contains a digital watermark, which leads to further information about the
image content via the Internet, communicates ownership rights and the procedure for obtaining usage rights, facilitates
commerce, or ingructs and controls other computer software or hardware. Thus, Smart Images, empowered by digital
watermarking technology, act as active agents or catalysts which gracefully bridge both traditional and modern electronic
commerce. This paper presents the use of Digimarc Corporation's watermarking technology to implement Smart Images. The
paper presents an application that demonstrates how Smart Images facilitate both traditional and electronic commerce. The
paper also analyzes the technological challenges to be faced for ubiquitous use of Smart Images.
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1. INTRODUCTION

Since the dawn of history, images have been used to communicate information in many applications and for many different
purposes. In the recent times, capturing, storing, editing, retouching, printing, copying, and transmitting high quality colored
images have become a multi-billion dollar industry, as well as a primary focus of national and international research
ingtitutions and organizations. This tremendous growth has resulted in many advances benefiting the imaging field and its
applications. For example, affordable high-resolution scanners and digital CMOS cameras (cameras on chips) are widely
used. Color printers and color laser copiers have become very affordable. Professonal image editing and manipulation
software packages have been developed for the PC and Mac platforms, and are available at very affordable prices. The speed
and the storage capacity of hard disks, CD-ROM, DVD, and optical storage devices have increased tremendoudly to allow for
the display and storage of a very large number of high-resolution images and video sequences. Affordable, ultra-fast
computing platforms have become available for office and home use. The high-speed Internet backbone has become
ubiquitous, and high-speed modems have become the standard entry-level Internet connection. Powerful image compression
algorithms such as JPEG, and Internet browsers that are able to upload, download, and view high-resolution images are
currently in general use on the Internet. So enabled, more and more images appear in the physical and digital world around
us.

Media producers have become justifiably concerned about copyright protection of digital images, since unauthorized copies
of digital images are very easy to make. Hence, early research efforts have focused on digital watermarking technology as a
technique to communicate and enforce copyrights, detect counterfeit copies, and deter improper use of digital media in
general, and digital images in particular [1]-[7]. Digital watermarking technology allows the user to embed digital messages
within media content. These digital messages are imperceptible to humans but can be read by computers and specialized
devices. In an early watermarking technique, ones and zeros in a watermark payload are encoded by increasing or decreasing
the pixel values around selected "signature” points. This technique is detailed in a patent filed by Corbis and now owned by
Digimarc Corporation [1]. In another technique, the ones and zeros are encoded by summing or subtracting an ensemble of
uncorrelated noise frames from an image [2]. Again, this technique is detailed in a patent owned by Digimarc. Both
techniques are sendtive to vishility (and audibility) concerns and tailor the encoding to exploit data hiding features of the
underlying content. Hence, with Digimarc's PictureMarc, a visually imperceptible signal can be embedded in a digital till
image. This signal can be detected and read with Digimarc's Plug-in detector, which is integrated into leading image editing
software. Whenever the image editing software opens an image file, the detector automatically detects such watermarks. The
user of the image editing software can then read the watermark and determine the owner of the image. Similarly, Digimarc’s
MarcSpider scans the Internet looking for images with a watermark and reports the locations of watermarked images to the
registered owner for further actions.

In this paper, the use of digital watermarking technology is expanded beyond copyright protection. Digital watermarking
technology is used to facilitate both traditional and electronic commerce. In both types of commerce, still images are
extensively used, but their full potential is not currently exploited. Images processed by these applications are used for
advertising and promoting products in magazines, newspapers, and in the greatest show on earth: the Internet. The adage “a
picture is worth a thousand words’ is the basic driving force behind this use. Simply put, a picture inherently conveys much
more information to the consumer than text or audio alone. With the advent of digital watermarking technology, the image
can now be embedded with a digital watermark that is imperceptible to the user. This watermark can be embedded in digital

IS&T/SPIE’s 12th International Symposium on Electronic Imaging, San Jose, CA, January 25, 2000, volume 3971, number 25 1



images aswell asin printed pictures, and it contains additional information that remains dormant until the proper software or
hardware detects it. When this additional information is retrieved, it can be displayed to the user, used to obtain more
information from the Internet, or used to control the software or hardware that is processing the image. This dormant
information gives the image some intelligence, hence we have coined the term Smart Image. Since a Smart Image contains a
watermark that leads to more information about the image, it could be said that "a Smart Image is worth more than a
thousand words.”

Section (2) of this paper further explains the concept of Smart Images. Section (3) presents a brief overview of Digimarc
Corporation's digital watermarking technology. Section (4) demonstrates how a Smart Image system creates a bridge
between traditional and eectronic commerce. Section (5) analyzes the technological challenges to be faced for ubiquitous
utilization of Smart Images. The last section presents some conclusions.

2. SMART IMAGES
2.1. Definition

Server
AL
)_
. « Information about:
Pointers « ownership rights
> « image creation
I"] « image contents
. elc
« Ingtructions for hardware
« Ingtructions for software
« Copyright notice

« Ingtructions for hardware

> « Ingtructions for software
. etc

Direct data

Figure 1. A Smart Image with the associated knowledge

We define a Smart Image as a digital or physical still image that contains visually imperceptible data that remains dormant
until it is detected and retrieved by specialized software or hardware to induce the best utilization of the image. This data may
be self-contained or it may include pointers to a complete knowledge structure on a local database or on the Internet (Figure
(1)). This knowledge structure may include information about ownership rights, image creation, image content, and
instructions for the software and hardware that may process the image. The dormant data is interwoven with the media
content and cannot be easily removed from the image without degrading the image quality. This data travels with the image
and survives image processing and manipulation operations, such as scaling, rotation, cropping, filtering, compression, and
digital-to-analog (e.g. printing) and analog-to-digital (e.g. scanning) conversion. Sections (3) and (4) explain how this data
can be added to the image.

Sony related
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Figure 2. A Smart Image with multiple regions carrying independent dormant information

Different regions of a Smart Image may carry independent dormant information. Hence, different parts of the image lead to
different knowledge structures or instruct the software and hardware differently. Thisis useful in applications where images
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contain more than one object. For example, Figure (2) shows a Smart Image that represents a typical promotion ad in a
newspaper. The image contains two regions, each with different dormant information. The first region surrounds the JVC
video camera and contains dormant information related to that camera. The second region surrounds the Sony video camera
and contains dormant information related to that camera.

2.2.  How Smart Images ar e Different

Adding imperceptible dormant information to the image facilitate image interpretation. In general, image interpretation
requires the use of intelligent pattern-recognition algorithms that are extremely hard to design. These algorithms exploit the
image data itself and do not require additional information. Although this field is very attractive, it has had very limited
success in some industrial applications and its general use is still a challenging research area. However, by adding dormant
information to the image, the image becomes smarter, and the image interpretation problem is reduced to detecting and
reading the embedded information using sophisticated signal processing algorithms.

The dormant data in a Smart Image is different from the header, encapsulated information, or metadata (additional
information about the data) often added to a digital image file to facilitate file manipulation and display. Metadata structures
are used to provide unique identifying information about digital images. These data structures contain text data and are
appended to the image files rather than embedded within the image itself [8]. Therefore, once the digital image is printed on
paper, all the metadata structure is left behind. Moreover, metadata has the disadvantage of increasing the size of the image
file and generally may not survive a change in the image format (e.g., from TIFF to JPEG or vice versa). On the contrary, the
data in a Smart Image is interwoven with the image and survives printing and image reformatting. This data can be selected
to provide unique identification information about the image, and used instead of metadata to facilitate the archiving,
indexing, cataloging, previewing, and retrieving of digital images.

Smart Images are also different from “DataGlyphs,” which was recently introduced by Xerox Corporation. “DataGlyphs’
encodes machine-readable data onto paper documents to facilitate document processing [9]. The idea is smilar to the
ubiquitous bar codes on consumer products. Instead of vertical line segments of differing widths, the data is encoded as small
45-degree diagonal lines called glyphs. Each of these lines represents a single binary 0 or 1, depending on whether it dopes
to the left or right. Sequences of these glyphs can be used to encode numeric, textual, or other information. These glyphs are
then printed on the document as visible gray patterns, which can appear as backgrounds, shading patterns or conventional
graphic design elements. Although the presence of these patterns may go unnoticed in text documents, it introduces a major
degradation in quality when added to a natural picture.

Smart Images are different from images with hot spots, usually encountered in interactive multimedia applications or Internet
browsing. Images with hot spots are usually dummy bitmaps that are used as a graphical interface to guide the user to select
the proper choice during an interactive session. They contain no additional information beyond the face value of the image;
hence they contain no intelligence. All apparent intelligence is due to the associated multimedia program. Replacing an image
of this kind with another image of the same size would have no impact on the program as long as the user remembers where
on theimageto click in order to activate a desired choice. Similarly, copying the image to another application and clicking on
any of its hot spots would not cause anything to happen. On the other hand, Smart Images are independent of the software or
hardware that may process them. The information they contain is what gives the software or hardware the desired
intelligence. Replacing a Smart Image with an ordinary image will deprive the software or hardware of its apparent
intelligence. Moreover, usng a Smart Image with any software or hardware that is enabled to exploit the dormant
information will produce the same desired effect.

3. DIGIMARC' SWATERMARKING TECHNOLOGY

Digital watermarking technology can be used for embedding dormant information into Smart Images. For this purpose, a
useful and effective watermarking technology must provide a method to embed data invisibly, promote a high information
rate or capacity, allow the embedded data to be readily extracted by hardware or software, require minimum processing time,
and incorporate a fair amount of robustness against standard image manipulation operations and basic attacks. Although
Smart Images are expected to be used for facilitating commerce, immunity to basic attacks is still required for some
applications such as those needed to communicate ownership rights. Digimarc Corporation has developed a commercially
available technology that meets all these requirements. Digimarc’s digital watermarking technology can be classified as a
mixed domain technique, since it embeds signals in the frequency as well as in the spatial domain representation of the
image. The frequency domain signal is used for synchronization purposes, while the spatial domain signal contains the

payload.
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3.1. The Embedder

The process of embedding a digital watermark into an image using Digimarc’s watermarking technology can be summarized
asfollows. Firgt, theimage is divided into blocksof N- M pixels. Then the watermark is independently embedded in each of
these blocks. This allows the watermark to be detected from an image region as small as N° M pixels. Spread spectrum
techniques are used to make the signal imperceptible and to combat the effect of image manipulation and filtering [10]. Let
W, (n) ={w, W, ,....w, ,w,} be the watermark signal to be embedded in the image, where w, ={-13%. The amount of

information to be embedded determines the length of the vectorw,(n) . This amount of information should not exceed the

channel capacity represented by the original image. Error correction techniques such as Bose-Chaudhuri-Hocguenghem
(BCH) or Convolutional Codes [11] are firg applied to wy(n) in order to produce a robust
signal,wep(n):{wepl,w% ..... weerl,wepL},where L>1. Also, let Ki(n)={k_,k ...k .k }beasetof L pseudo-random binary keys,
where k ={-13 andJ” L=N" M. Each of these keys is associated with one of the bits in the error-protected watermark,
W,,(n). These random keys are first used to spread each of the bits of the watermark signal, w,,(n), to produce c (n), whichisa

vector of length J.
Ci(m) =wy, * Ki(n) )

Also, let 1,(mn)be an N° M matrix that maps each of the bits of c (n)to a particular location in the N~ M space. The
locations of all the bits that belong toc,(n) are marked as1'sinthe N M binary mask M, (m,n) and everything else is marked

as 0. Also, each mask is orthogonal to all the masks associated with the other bits; i.e, 5N_ M, (m,n) = NxM matrix of 1's Hence,

i=0

each bit of w,,(i) can be scattered inthe N“ M block as follows

S (m.n)=M,(mn)C (1,(mn)) 2

The above process is similar to data interleaving in spread spectrum communications, which is used to combat burst error.
Finally, the sum of the scattered bitsis added to theimage, pP(mn), to produce the watermarked image, P,(m,n).

R(mm) = P(m)+ & a,,,S(mn) )
i=0

where a,,is a gain coefficient that is calculated based on the image properties around location (mn) in the block. A
synchronization signal is also added in the processto aid detection.

3.2. The Detector

The detector reverses the operation of the embedder. It starts by extracting the synchronization signal from the frequency
domain of the image. It then uses this signal to resolve the scale, orientation, and origin of the watermark signal. Finally, it
reads and decodes the watermark signal. Since the detector does not use the original image, P(m,n), the read process starts by

estimating the watermark signal from p,(m,n). Inthis case, the original image P(m,n) is considered to be noise, or a noisy two-

dimensional channel. Since the pixels of the original image are assumed to be highly correlated locally, the digital value of
the spread watermark signal can be estimated by first predicting the original pixd value, P(mn), using the local properties of
the image, then subtracting it from P, (m,n). This produces an image representing the scattered watermark

Smn) =4 §(mn) (4)

The normalized scatter of each bit, S(mn), can be extracted from S(m,n) using M, (m,n). An inverse mapping procedure is used
to recongtruct an estimate of ¢, (n) according to the following equation:

C.(1(mn) = §(mn) (5
C(n) =wy, ~ K (n)+h(n) (6)

where h(n)is additive interference. Now, an estimate of the error-protected watermark can be obtained by correlating the
received signal for each bit with its associated key.
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In the above equation, multiplying K, (n) by the interferenceh (n) spreads the power of h(n) over a much wider frequency band.
This is amilar to spreading the power of the original watermark signal as in equation (1) above. Moreover, summing
thenh(n)” K,(n) from n=1 to J, is in essence a low pass filtering of the resulting wide band interference. The result of this
filtering is f, which is a zero mean random variable with a small variance. This filtering has only amplification effect on
W, snce it is assumed a narrow band signal. Hence, if W, isl, the above operation produces a postive peak; otherwise, it
produces a negative peak. Thresholding the resulting value at zero produces an estimate of the binary error protected
watermark signal. Finally, the estimated watermark vector W, (n) ={Wy, Wy, ... Wy, Wy, }, IS ErTOr corrected to produce the

epL
embedded watermark signal W, (n) ={w, ,w, ,...,w

Though detection as a concept is best illustrated using classic linear correlation, it is well known in the field of digital
communication that a wide variety of non-linear techniques tend to optimize the detection performance itself.

4. SAMPLE APPLICATION
4.1. MediaBridge

In this section, we describe Digimarc’s MediaBridge, which isa Smart Image system that creates a bridge between traditional
commerce and e ectronic commerce (Figure (3)). It presents a fundamentally new way to access and use the Internet. In this
application, Digimarc's watermarking technology is used to embed digital watermarks in printed images such as magazine
advertisements, event tickets, CD covers, book covers, direct mailers, debit and credit cards, greeting cards, coupons,
catalogs, business cards, and goods packaging. As shown in Figure (4a), creating a Smart Image is very simple. The process
gtarts with a digital image, on which the watermark is embedded as described in Section (3) above. This produces a Smart
Image in digital form. Finally, the digital Smart Image is printed and published using a normal screen printing process.

Figure 3. MediaBridge

When the user produces a digital image of one of these printed Smart Images via a flatbed scanner or a digital camera, the
Smart Image application or the input device (or its software driver) detects and reads the embedded watermark (Figure (4b)).
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The embedded watermark represents an n-bit index to a database of URLs stored on a known location on the Internet, eg.,
the Digimarc server. This index is used to fetch a corresponding URL from the database. Then the URL is used by the
Internet browser to display the related Web page or start a Web-based application specified by the creator of the image.
Hence, MediaBridge creates a bridge between the printed material and the Internet, permitting users to link directly to
relevant Web destinations without any typing, mouse clicks, or time consuming searching. This provides physical media with
digital capabilities, allowing new forms of interaction with the digital world, thereby enhancing publishing, advertising, and
electronic commerce.

Digital
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Image Embedding Publishing Image
Evaluate
Quality and
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«Control Hardware
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Figure 4. Smart Image system; (a) embedding information (b) decoding information

4.2. Advantages of the MediaBridge System

Embedding imperceptible digital watermarks offers several advantages over printing the URL on an advertisement. Firg,
using digital watermarks does not require any real estate of the image and thus preserves the image quality. Presenting the
URL on the image consumes some of the image's valuable real estate and degrades image quality. Second, MediaBridge does
not require the user to type the URL in order to access the Internet. Typing URLS, especially long ones, can be confusing and
error prone, and may hinder some users from accessing the Internet. Third, the imperceptible watermarks can be language-
dependent and allow better tracking of advertisements. Depending on the language of the advertisement, a corresponding
code can be embedded to allow the user to go directly to a Web page with the same language as that of the advertisement.
Similarly, different watermarks can be used for different publications to allow advertisers to track their advertisements and
optimize their advertising campaign. With printed URLS, this can be achieved only by using very long URLS, which is
clearly undesirable.

MediaBridge offers great flexibility to advertisers. Once an image is embedded with the desired digital watermark, the
knowledge structure at the advertiser's server can be relocated or updated as desired without re-embedding, re-printing and
re-publishing the advertisement. If the knowledge structure has been relocated, the advertisers need only update the related
URL at Digimarc's server, so that the new Web page will be displayed to the user once the input device detects one of their
advertisements.
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MediaBridge also has several advantages over traditional Internet browsers. When using an Internet browser to retrieve
desired information from the Internet, the user is confronted with multiple Web sites and information overload. Most of these
Web dtes are very confusing, deep, and often loaded with graphics, images, or animation. Searching these Web sites to
retrieve the desired information over a dow Internet link can be time consuming and frudtrating, especially to Internet
novices. MediaBridge, on the other hand, retrieves the desired information directly and quickly by showing a Smart Image to
the PC camera or scanning it with a scanner. No browsing of several Web pagesis necessary.

4.3. System Requirements

A typical PC configuration for use with MediaBridge is a 233 MHz Pentium CPU, 32 Mbytes of DRAM, a 1G byte hard
disk, and attached PC video camera or scanner. However, better PC configuration would enhance the performance of the
application. The PC must also run the MediaBridge software. The PC may be connected to the Internet through a dial up
modem or a direct LAN connection. However, for fast retrieval of the information a direct LAN connection or very high-
speed modem is highly recommended. The digital camera may be either a gtill or a video camera. A good quality CCD
(Charge Coupled Device) digital camera provides the best MediaBridge performance. Also, an analog camera connected to a
classic video capture board could be used instead of the digital camera.

A digital camera or scanner is needed only when dealing with Smart Images in printed form. They are not needed if the
imageisalready in digital form, asis the case when the image is posted on the Internet. In this case, Internet browsers such as
Netscape Navigator and Microsoft Internet Explorer could be enhanced to include the watermark reader. Also, Internet
browser capabilities can be enhanced further to display an icon on a corner of the image to indicate a hotspot when a Smart
Image is encountered. When the user clicks on this hot spot, the browser displays a special menu that is unique to that image,
guiding the user and suggesting further action. The user may then select any of the displayed menu items to retrieve more
information from the Internet and maximize his information gain. The content of the menu and its associated pointers is
retrieved from a central server such as Digimarc’s server.

4.4. Usage Examples

Smart Images can be used in a variety of waysto facilitate commerce. For example, if a reader wants to get more information
about an advertised product in a magazine, he smply shows the ad to the camera and goes directly to a precise location on
the advertiser’'s Web site. He can get all the product details and specifications, locate a local dealer, or order online. If the
reader wants to get more information on the subject of one of the articles in a magazine, he can hold the article up to the
camera, and start reading. This allows him to go directly to other Web sites, where he can find and even order online related
books, articles, etc. If the reader wants to subscribe to a magazine, he ssimply shows the front cover or the subscription card of
the magazine to the camera. Subscription information appears and he subscribes on line. Similarly, if the reader wants to take
advantage of an appealing offer found in a magazine, instead of calling an 800 number, he can go an easier route and apply
online, immediately receiving all the associated promotions.

Smart Images can also be used to promote the sale of audio CDs, DVD movies, and books. For example, assume a consumer
has just bought a CD of his favorite artist and is interested in other music by the same artist. Simply showing the back cover
of the CD to the camera takes him to a Web ste to purchase other CDs from the artist’s collection. Or, if heisinterested in
the artist’s latest song, he just holds the front of the CD in front of the camera and listens. In this case, the Internet browser
first launches an MP3 audio player. Then it starts playing from the appropriate Web site a WAV file representing the latest
song. The same idea can be used with DVD movies. If the consumer holds the DVD movie cover in front of the camera, the
Internet browser first launches MediaPlayer. Then it dtarts playing a trailer of the main dtar’s latest movie from the
appropriate Web site. Similarly, showing the cover of a book to the camera takes the consumer to a Site where he can order
the book or see a list of books about the same subject or a list of books by the same author. Moreover, showing the book
cover to the camera may play atrailer of a movie about the book, if there isone. It also allows the consumer to buy the movie
online.

Smart Images have interesting uses with tickets for sporting events and concerts. For example, before a game a sports fan
holds the front of an admittance ticket up to a PC camera. A Web page is displayed that shows the location of his stadium
seat, a map of how to find the seat, and a view of the field from that seat. By showing the back of the ticket, the sports fan
might see promotional material and merchandise for the event. After the event has taken place, showing the same ticket to the
PC camera might take the sport fan to a Web page with detailed scoring information, game highlights, related links and
merchandise specially discounted for ticket holders. Other types of events could have their own special information. For
example, after a concert, a special offer on a music CD might be available only to ticket holders. For an airline ticket, the
current state of the travelers frequent flyer account could be displayed. In addition, watermarking technology could be used to
detect counterfeit tickets, which are becoming a large problem today.
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Smart Images can also be used in Edutainment. It can whisk a child into the exiting world of children books. Simply insert
the CD, which comes packaged with a"Smart Book,” let the child show any page of the book to the digital camera, and page
by page, the story unfolds. A pre-reader can hear a story read out loud. An older reader can follow along at his own level, or
listen to a story that is too advanced to read alone. As the story unfolds, animation, songs, and exciting graphics carry the
child along on a reading adventure. For activity books, the computer can also give verbal directions when the child shows a
page to the camera.

Thelist of possible applications of Smart Imagesis growing every day and islimited only by the imagination.

5. TECHNOLOGICAL CHALLENGES

Full utilization and deployment of Smart Imagesinvolves facing several challenges, which include the following:

1

Smart Images either include pointers to knowledge structures on a local database or on the Internet, or they are sdf-
contained. When a Smart Image contains pointers, the embedded information is a few bytes representing the pointers.
When a Smart Image is self-contained, the image itself contains all the desired information. In most applications it is
necessary to embed as much information as possible into the Smart Image without degrading the image quality.
Although the amount of information that can be embedded highly depends on the nature of the host image, it is also
limited by information theory. The amount of information is further reduced by the need to improve detectability of the
watermark signal by repeating the watermark over several regions of the image. Hence, there is a three-way trade-off
between image quality, information rate, and detectability of the watermark. Increasing the information rate might be at
the expense of watermark detectability. In most applications of Smart Images, the visual quality of the image is
extremely important. While decreasing the visibility of the watermark preservesimage quality, it automatically decreases
watermark detectability. Automatic optimization of these three conflicting requirements is a challenge that warrants
further research and devel opment.

Although embedding speed is not critical, detection speed is crucial to using Smart Images. Watermark embedding can
be achieved off-line, but in order to avoid user frustration, watermark detection must be accomplished as quickly as
possible. Most printed advertisements and pictures are large in size and produce huge digital files when exposed to the
PC camera. Processing this amount of data in real time is a challenging task. The frame rate of most video camerasis at
least 10 frames/second. If detection is not accomplished as soon as the image is captured, the user may think that the ad
is not placed properly in front of the camera. So, the user may move the picture to change the distance or the orientation
angle in an attempt to improve detection. This would, in fact, cause further delay and may even make detection
impossible. Buffering one frame and ignoring subsequent frames until watermark detection is complete may help speed
up the detection process, as long as the detector succeeds in reading the watermark. Another way is to quickly examine
the entire frame to locate the region with the strongest watermark signal and then process only that region. If the frame
does not contain a strong watermark signal, the detector would quickly discard the entire frame and start searching a new
frame. The fundamental solution, however, isto face the basic challenge of speeding up the watermark detector, which is
heavily loaded with many sophisticated signal processing techniques.

The size of an image captured by a digital camera highly depends on the distance of the object from that camera. Also,
the size of an image captured by a scanner depends on the used scanning resolution. To correctly read the watermark the
reader must precisely know the scale of the image. Although a watermark detector such as Digimarc's detector is
capable of determining this scale from the captured image, more robustness to variations in scale, especially robustness
to awider range, is still necessary. Moreover, holding a Smart Image in front of the camera at an arbitrary distance risks
that the camera will not be focussed. Although expensive cameras may have an auto-focusing capability, the lenses on
most economical cameras must be focused manually. Hence, these cameras may capture out-of-focus (blurred) images.
This is smilar to convoluting the image and the embedded watermark signal with a blur function. Detecting blurred
images and estimating the parameters of the blur function help to de-blur these images to recover the watermark signal.

To correctly read the watermark in a Smart Image the reader must know the precise orientation angle of the image. With
scanners, this rotation angle issimple sinceit is limited to rotation in the scanner’ s plane. However, with digital cameras,
this rotation angle can be arbitrary with three degrees of freedom. Although a watermark detector, such as Digimarc’s
detector, is capable of determining orientation in the scanner plane or on a plane perpendicular to the focal axis of the
camera, arbitrary orientation is till a major challenge. This arbitrary orientation may cause the embedded signal to suffer
from geometrical distortion. Geometrical distortion also occurs from bending, crumbling, or folding the picture. This
distortion is similar to the jitter in spread spectrum communication. In this case, the distance between the chips of the
spread signal becomes irregular, and de-spreading would not produce the correct signal. Estimating this geometrical

IS&T/SPIE’s 12th International Symposium on Electronic Imaging, San Jose, CA, January 25, 2000, volume 3971, number 25 8



distortion and correcting it during the process of reading the watermark remains a challenging problem to watermark
detectors.

5. Some video cameras produce an interlaced output. When one of these cameras is used with Smart Images, the detector
must operate on fields rather than frames. By definition, a field contains either the odd or even lines of a frame, and two
consecutive fields originate from two consecutive frames. Hence, the detector must combine two fields to compose a
frame and avoid a major degradation of the watermark signal. The process of combining the fields also must compensate
for the motion between the fields. This processis practical if the frame rate of the camera is high enough and if the user
does not frequently move the image in front of the camera.

6. The printing process may degrade the embedded watermark signal. Digital watermarking is normally performed using
digital images represented in the RGB or CY MK color space at 300 DPI (dots per inch). The watermarked images are
then printed on paper with a screen-printing process that uses the CY MK subtractive color space at a line per inch (LPI)
ranging from 65 to 200. 133 lined/in is typical for quality magazines and 73 lines/in is typical for newspapers [12]. In
order to produce a good image quality and avoid pixdization, the rule of thumb isto use digital images with a resolution
(DPI) that is at least twice the press resolution (LPI). This is due to the use of halftone printing for color production.
Also, different presses use screens with different patterns and line orientations and have different precision for color
registration. Hence, one challenge is to perform in-depth characterization of the printing process and optimize the
watermark embedding and reading processes based on this characterization.

7. A reated challenge addresses the variety of papers. Papers of various qualities, thickness, and gtiffness, absorb ink in
various ways. Some papers absorb ink evenly, while others absorb ink at rates that vary with the changes in the paper’s
texture and finish. This may degrade the embedded watermark signal when a digitally watermarked image is printed. A
suitable classification and characterization of paper will lead to ways of embedding digital watermarks that compensate
for this printing-rel ated degradation.

8. Most CCD and CMOS cameras use an array of sensors to produce colored images. This requires dividing the sensors in
the array among the three primary colorsred (R), green (G), and blue (B) according to a specific pattern. All the sensors
that are designated for a particular color are dyed with that color to increase their senstivity to the designated color
hence producing the desired color. Most camera manufacturers use Bayer color pattern GR/BG. Although this pattern
proved to produce good image quality, it causes color miss-registration that degrades the watermark signal. Moreover,
the color space converter, which maps the signal from the sensors to YUV or RGB color space, may vary from one
manufacturer to another. Accounting for the Bayer color pattern during the color mapping process would improve the
detection of the watermark signal.

9. Different input devices introduce different types of distortion. For example, cameras made by different manufacturers
may have different sensitivitiesto light. Their lenses may cause different spherical distortions and their sensors may have
different noise characteristics. Moreover, due to the underlying technology, CCD cameras typically produce better image
quality than CMOS cameras. Similarly, flatbed scanners are of various qualities. Some of them have poor color
reproduction or introduce a dight distortion in image aspect ratio. Also, some scanners introduce aliasing and employ
interpolation to increase the scanning resolution. Accounting for these differences and addressing these problems in the
design of the watermark embedder and detectors remain a challenge awaiting a solution.

10. Unlike digital images, printed images do not maintain their qualities. They are subject to aging, soiling, crumbling,
tearing, and deterioration. Moreover, they may be used in varied lighting conditions. Hence, designing a watermark
detector that isimmune to these un-intentional attacks and works for any lighting condition is another challenge to be
addressed.

6. CONCLUSIONS

In this paper, we introduced the concept of Smart Images and explained the use of Digimrac Corporation's digital
watermarking technology in their implementation. A Smart Image is a digital or a physical image that is embedded with a
specialized digital watermark. The digital watermark acts as an active agent or catalyst that empowers the Smart Image with
efficient access to further, specific information about the image content. This may be “direct” information such as ownership
and usage rights, or more importantly, it may be information located on local databases or on specific Web pages on the
Internet, information that facilitate e-commerce, or information that instructs and controls further computer software or
hardware actions. Thus, the systems that implement Smart Images create a graceful bridge between physical space and the
virtual space of the Internet. Full utilization of Smart Image requires improving the watermarking embedding and detection
processes to operate very efficiently on a variety of environments and conditions. Smart Images is the first step in seamlessly
linking content to people, places and things and can also be extended to other multimedia elements such as audio and video.
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